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ITU Definition

The loT can be viewed as a global infrastructure
for the information society, enabling advanced
services by interconnecting (physical and
virtual) things based on existing and evolving
interoperable information and communication

technol OBI€S ( I CT) : loT dapat dipandang sebagai infrastruktur global untuk
masyarakat informasi, memungkinkan layanan lanjutan
dengan menghubungkan hal-hal (baik fisik maupun
virtual) berdasarkan teknologi informasi dan

Source: Recommendation ITU-T Y. :2060; ) inikasi (TIK) yang ada sa dan terus

berkembang.



Artinya...

Hal-hal atau “Things” ini dapat bertukar informasi di
antara mereka dan mengirimkan data ke perangkat dan
sistem lain.

Juga dapat menerima data.

Informasi yang mereka bagikan dapat berupa objek
tempat mereka melekat dan lingkungan tempat mereka
berada (melalui sensor yang datang dalam berbagai
bentuk untuk parameter yang berbeda).

Perangkat dan mesin pintar juga dapat berbagi informasi
tentang keadaan internalnya.

https://www.i-scoop.eu/internet-of-things-iot/



https://www.i-scoop.eu/internet-of-things-iot/

m Device connection

loT devices
loT connectivity
Embedded intelligence

Data sensing

Capture data
Sensors and tags
Storage

Focus on access
Networks, cloud, edge
Data transport

The Internet of Things

From connecting devices to human value
https://www.i-scoop.eu/internet-of-things-iot/

Data sensing
02 and collecting

f 03

Data
transport
and access

Device
connection
and
connectivity

I Fee \, Data value
nternet o Ings Analysis to action

FROM CONNECTION APls and processes
Actionable intelligence
TO BENEFIT

Human
value, apps
and

experiences

Data analytics

Human value

06 Pelanals Smart applications
aﬁﬁgﬁ / Stakeholder benefits

Tangible benefits

Big data analysis
Al and cognitive
Analyis at the edge
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Macam Komunikasi...

Home automation,
Self Tracking, etc.

\YEINES
(things)

Smart Grid,
Smart Home, etc...

Social Networking
Email, Skype, etc.




Wireless, SWARMS dan CLOUDS

7

LigBee

3

Bluetooth

N

NFC

((c. )

RFID
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Want to know more? Check out Cisco’s Flavio Bonomi’s “Emerging Trends in Wireless in the Era of loT”



http://www.zigbee.org/
http://www.youtube.com/watch?v=p9Mb_0nH61c

loT Protocol: MQTT dan OMA

W MQTE

Created by Dr. Andy Stanford-Clark of IBM and
Arlen Nipper of Arcom in 1999

Undergoing the OASIS standardization process

Message Queuing Telemetry Transport (MQTT) is a
lightweight broker-based publish/subscribe
messaging protocol designed to be open, simple,
lightweight and easy to implement.

» Where the network is expensive, has low
bandwidth or is unreliable

« When run on an embedded device with limited
Processor or memory resources

"+OMAQO

Open Mobile Rlliance

The OMA Device Management (DM) Working
Group specifies protocols and mechanisms to
achieve the management of mobile devices,
services access and software on connected
devices.

replace, exec,
copy, result,
status, etc.

DM
_ - Tree
E Device | | >~ MO DM
specific 1 interface
o= Resourcas interface : v (DM Protocols)
Parameters or any | ! : |
type of objects, : |
executables, trap ' : +—>
\ Add, get,
i
N
L]

http://openmobilealliance.org/about-oma/work-program/device-management



http://openmobilealliance.org/about-oma/work-program/device-management/
http://mqtt.org/
https://www.oasis-open.org/news/announcements/call-for-participation-message-queuing-telemetry-transport-mqtt-tc
http://openmobilealliance.org/about-oma/work-program/device-management/

Wearables Building & Home Automation Smart Cities
+  Entertainment *  Access control Residential E-meters
+ Fitness *  Light & temp control «  Smart street lights

« Energy optimization
* Predictive maintenance
+ Connected appliances

+ Smart watch
* Location and tracking

* Pipeline leak detection

+ Traffic control

«  Surveillance cameras

+ Centralized and integrated
system control

Smart Manufacturing

*  Flow optimization

* Real time inventory

« Asset tracking

+  Employee safety

+  Predictive maintenance

+ Firmware &
updates  [B%

Automotive

* Infotainment

+  Wire replacement
« Telemetry

+ Predictive maintenance
« (C2CandC2]

Health Care
Remote monitoring

+  Ambulance telemetry

*  Drugs tracking

+ Hospital asset
tracking

+  Access control

+  Predictive
maintenance
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Bikin jebakan tikus yang keren...!



http://www.youtube.com/watch?v=s9nrm8q5eGg

The loT Connectivity

| Bluetooth | | Positioning |

| Temperature |

Infrared |

Sensors
{ Communication ( ] | RFID tag |
Embedded J
 Biometry ’I'r;e_rr;\ mobile
FE— Identification of Things Devices
~ Video Mobile ]
Phone
Localization 3 C.o nstr.amed.
T Security [ device with radio ]

™~

L Authentication/ ﬁJ
Authorization

| RFID | | GPS | { Message J
Security

 Privacy ® 4




Range (typical)

Content distribution
Focus on high data rates

Sense & control
Low energy/long battery life

Proprietary solutions

Typical applications

©CED - CIE -

< 10m/30ft

£3 Bluetooth’

© Bluetooth

Personal appliances
(wrist band, smart watch,
step counter, keyboard,
mouse pointer, etc )

< 100m/300ft

({- o} @
P artuee D
2 @
= bkl
G‘n mf%cean‘

Indoor networks
(Internet, email, phone,
security, energy management
home monitoring, etc. )

Outdoor (Km/Miles)

S)

J//

. LORa
I

\arne

Qutdoor networks
(phone, chat, internet, smart

city, industry 4.0, agnculture,
amart logiatica, etc.)
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Rospberry Pi 4 Model B Overview

Pre-soldered
40-pin GPIO

e | | K4 j?"-w....l

PoE (Power over Ethernet)
Header pins

e S variaont

= |

True Gigabit
Ethernet Port

%/Q x USB 3.0 Ports

-
)

e Broadcom BCM271,
Quad-Core Cortex-A72,
64-bit, 1.5 GHz, 28nm

e VideoCore VI GPU

e Shielded
e 802.11 b/g/n/ac dual band,

2.4GHz & SGHz WiFi
e Bluetooth 50 & BLE

PCB Antenna ® 2 x USB 2.0 Ports

-~
-

_ Audio + Video
:‘6:2:)33 g:\;tc:e) Composite 3.5mm Jack
MIPI CSI Port, camera interface

HDMIT micro HDMI Port
HDMIO micro HDMI Port A

Support Dual

microSD card
socket (bottom)

RUN & Global_EN pins

Activity Indicator USB Type C, for Power, Display
Green LED upto 3A or 1SW
Power (SV) Indicator 2.5mm diameter Mounting Hole

Red LED




Protokol Komunikasi

* Protokol HTTP - Hyper Text
Transfer Protocol

* Protokol MQTT - Message
Queuing Telemetry
Transport




Metode HTTP: Berbagai macam kemungkinan... (

J highPort

e [ | VoltagePort

; lowPort
Program

fVoltageMonitoﬁL

S

Netduino Plus

{

sensor

T

device

Y

LedControHer]

Netduino Plus

|
)

Intern

et

|
HelloPachube)
| highPort
A/D

! voltagePort

% lowPort

Program
Netduino Plus




Home automation architecture #1

(c) Marcus @ Wetware Labs 2015

Ethernet

- EE EmE EE EE O EE EE W EE mE o .

Main Home
Automation Server

S oEm Em o EE S S EE EE R S WS EE WS S WS EE EE S EE EE S S O mE mE e ms me s

Bathroom Sensor Module

’

RaspberryPi

Ethernet shield

N

sensor data

"

Mosquitto MQTT Server

00000 0}
.m.onlo ..w.;,)ﬁ- .- w.
" \00

Arduino Mini

Vs
/;

OpenHAB

S EE EE EE O EE EE EE WS SR BT S S S S SR S W B S S B O S R S O e e e mm e

NRF24L01+

o mm amm mm omm e owm ome oEm oms oEm owmm we

NRF24L01+
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10 Jenis Sensor untuk aplikasi loT

Sensor Suhu
Sensor Kelembaban
Sensor Tekanan
Sensor Jarak

Sensor Level
Accelerometer
Gyroscope

Sensor Gas

. Sensor Inframerah
10. Sensor Optik

O 00N ULhE WM R
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d Center Analytics




N(( Collect

Send sensor data privately to the cloud.

L L. Analyze

Analyze and visualize your data with MATLAB.

%\W Act

Trigger a reaction.




Collect

* Send sensor data privately to
the cloud.

* There are sensors all around—in
our homes, smart phones,
automobiles, city infrastructure,
and industrial equipment.

e Sensors detect and measure
information on all sorts of things
like temperature, humidity, and
pressure.

* And they communicate that data
in some form, such as a numerical
value or electrical signal.




Analyze

Temperature (F)

100

a0

a0

o

Gl [

Jul 11

Jul 12

Jul 13

Jusl 14 Jul 15

100

120
Tempratura
Ve Husmidity
Dy pri ik

e Hurmidity

* Analyze and visualize your data
with MATLAB.

e Storing data in the cloud provides
easy access to your data.

* Using online analytical tools, you
can explore and visualize data.

* You can discover relationships,
patterns, and trends in data.

* You can calculate new data.

* And you can visualize it in plots,
charts, and gauges.



Act

8

Sammy

1

Turn off that humidifier! It's above 60

TEElal R

* Trigger a reaction.

* Acting on data could be something
as simple receiving a tweet when
the temperature you are
measuring goes above 70° F.

* Or you could set up a more
intricate action such as turning on
a motor when the water level in
your water tank drops below a
specified limit.

* You can even remotely control
devices, such as battery-operated
door locks, using the TalkBack app.



Key Elements of the Industrial Internet

01

Intelligent
Machines

Connect the

world’'s machines,

facilities, fleets
and networks
with advanced
sensors, controls
and software
applications

Based upon: Industrial Internet - Pushing the Boundaries of Mind s and N

02

- Advanced
~ Analytics

Combines the
power of physics-
based analytics,
predictive
algorithms,
automation and
deep domain
expertise

4 WL

03

People at
Work

Connecting people at
work or on the move,
any time to support
more intelligent
design, operations,
maintenance and
higher service
quality and safety

slideshare.net/GE_MC_India/industrial-internet-pushing-the-boundaries-of-minds-and-machines




Analisis Data loT

Real-time

Analisis
Data
loT

MAKIN’ BACON AND THE THREE MAIN
CLASSES OF 10T ANALYTICS

https://www.iot-inc.com/three-main-classes-

internet-of-things-data-analytics-podcast/



https://www.iot-inc.com/three-main-classes-internet-of-things-data-analytics-podcast/

Typical goal statements of PdM 4.0:

* Maximize utilization, minimize costly downtime
» Replace close to fallure components only

* Enable just in time estimating order dates

* Discover patterns for problems

« KPI of asset condition

* Reduce risk

https://www.i-scoop.eu/industry-4-0/predictive-maintenance-pdm/



Trend dalam Big Data

Mobile and real-time data dominate.

e Pada tahun 2025, lebih dari seperempat data akan bersifat real-time, dan data
real-time loT akan mencapai lebih dari 95%.

Artificial Intelligence transform the norm.

e Wawasan dihasilkan melalui teknologi baru seperti pembelajaran mesin dan
pemrosesan bahasa alami.

Security stays significant.

e Dengan meningkatnya jumlah data yang dihasilkan, perlindungan dan keamanan
informasi sensitif dan pribadi menjadi sangat penting.

https://www.i-scoop.eu/big-data-action-value-context/



INTERNET OF EVERYTHING

"The Internet of Everything (loE)
brings together people, process,
data, and things to make
networked connections more
relevant and valuable than ever
before-turning information into
actions that create new
capabilities, richer experiences,
and unprecedented economic
opportunity for businesses,
individuals, and countries”

$14,4 trillion

"Value at stake"

b




People, processes, data and things

People to people
(P2P)

People to machine
(P2M)

Meaning to value and action

- . Datato
© == meaning

Machine
» to data

Machine to machine
(M2M)




Value at stake - drivers in the connection of everything

People

P Asset
Connect people in more relevant, utilization
valuable ways

Processes

Right information to right person or Innovation

‘ : ; +time to
machine at right time market

Employee
productivity
loE 'Value

at Stake'

Things )
5 drivers

Physical devices and objects connected to
the Internet and each other

Data
. : : Supply
From data to useful actionable information Customer chain &

and decisions/actions g T logistics

) - Internet of Everything (loE) Value Index http://ow.ly/eXdM309rNRT
SOUrCes . Embracing the Internet of Everything (PDF) http://ow.ly/vIi9©309rNXk
- The Internet of Everything is the New Economy http://ow.ly/LPt2309rO0Q




INTERNET OF ROBOT C THINGS (loR1)

loRT market growth |0RT components

Intelligent device (robot) with embedded
monitoring capabilities and additional
sensor data from other sources.

monitored event and access to data.

Device can leverage local and distributed
' intelligence: analyze data from

0
29‘7 A’ CAGR D) Fusion of various sensor data (embedded +
$21 44 billion (by 2022) 3 sourced) with intelligence to determine

actions to take and take actions.

Focus shift from today's predominant ‘cyber' component of loT to the "physical' aspect of loT
as cyber-physical bridge between digital and physical - loT and robotics in and for the physical world.




Internet of Robotic Things (IoRT) is a concept
where intelligent devices can monitor events,
fuse sensor data from a variety of sources,
use local and distributed intelligence to determine
a best course of action, and then act to control or manipulate
objects the physical world, and in some cases while
physically moving through that world (ABI Research)

&5 i-scoop

Sources

- The Internet of Robotic Things | ABI Research http://ow.ly/qdlJ309n7JA
- Internet of Robotic Things (lIoRT) Market Worth $21.44 Billion by 2022 http://ow.ly/ae3Y309n7PT




1Mbit/s+ ~100Kbit/s 10Kbit/s
Example LoRa, SIGFOX,
. : Licenced or
Spectrum Licenced Licenced :
unlicenced

0L00Q0

Smart Cao nnected Smart Smart Low value Smart
Example phone grid watch object tracking  meter

e . . .
———
X e

High value Smmart Smart
abject tracking narking street Liahts




Terima kasih!

Ada pertanyaan..?

Email: agfi@ugm.ac.id dan agfie8 @gmail.com



mailto:agfi@ugm.ac.id
mailto:agfi68@gmail.com

