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ABSTRACT 

Healthcare data are invaluable assets in today’s digital age; however, they are 
also highly vulnerable to misuse, breaches, and unauthorized access. The 
global healthcare sector faces a significant dilemma: To leverage exceptionally 
enormous and heterogeneous datasets, the protection of patient privacy must 
be ensured while simultaneously improving medical services and public health 
understanding. In recent years, blockchain technology has emerged as a 
promising solution to manage healthcare data in a decentralized, transparent, 
tamperproof, as well as secure way. However, several natural limitations often 
obstruct many conventional blockchain systems. These limitations include 
scalability issues, high energy consumption, in addition to increased latency, 
and they can greatly impede practical adoption in resource-limited settings, 
particularly in developing countries such as Indonesia. These many limitations 
considerably spurred developers to create lightweight blockchain frameworks. 
These frameworks aim to retain all of the core benefits of blockchain, such as 
its immutability in addition to traceability, and optimize both performance and 
efficiency. In the event that an individual integrates the proposed system by 
means of federated learning, which allows training of machine learning models 
across distributed data sources without data privacy being compromised, the 
system subsequently offers a compelling solution for healthcare analytics that 
preserves privacy in its entirety. This paper explores integrated technologies in 
Indonesian healthcare and highlights their potential and limitations. This study 
discusses how data can improve services while protecting patient 
confidentiality despite increasing cyber threats. It also considers regional 
policies like the Personal Data Protection Law and the BPJS health insurance. 
Identified are certain open challenges, in addition to particular future research 
directions, for the purpose of addressing the practical, technical, and 
regulatory hurdles that must be overcome to realize secure and privacy-aware 
healthcare analytics in Indonesia. 
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1. INTRODUCTION 

In today’s digital age, healthcare data has become both 
an invaluable asset and has a significant vulnerability  [1]. 
The global healthcare sector faces a profound dilemma: 
harnessing data’s potential for improving healthcare 
services while safeguarding patient privacy. Shocking 
healthcare data breaches, from 2005 to 2019, the total 
number of individuals affected by healthcare data 
breaches was 249.09 million. Out of these, 157.40 million 
individuals were affected in the last five years alone [2], 
are stark reminders of these challenges. 

Southeast Asia stands at the crossroads of this digital 
transformation. While Singapore and Malaysia have 
strengthened their healthcare data regulations [3], 
Indonesia has taken a bold step by implementing the PDP 
(Personal Data Protection) Law in 2024, classifying health 
data as "sensitive personal data" requiring special 
protection [4]. The PDP Law number 27 of 2022 has 
officially come into effect from October 17, 2024 . 

BPJS (Social Security Organizing Agency) Kesehatan 
is a social security organizing agency in Indonesia 
established to administer the national social security 
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system, including health and employment insurance. 
Established under Law No. 40/2004, BPJS Kesehatan 
aims to provide social protection for all Indonesians. The 
challenge to securing the data becomes more intricate as 
BPJS Kesehatan manages health data for over 200 
million Indonesians [5]. Imagine a system that has to store 
data centrally, as well as handle large amounts of 
sensitive data, ensure timely access to thousands of 
healthcare facilities, and comply with strict regulations..  

The centralized storage of data in BPJS Kesehatan's 
service system poses a high security risk because data 
stored in a single location can be targeted by cyberattacks 
and potentially lose access in the event of a system 
failure. In addition, reliance on a single infrastructure can 
lead to issues related to scalability and flexibility, as well 
as challenges in system maintenance and updates that 
can disrupt operations. Another obstacle that is frequently 
encountered in centralized data storage is performance 
issues, where data access can be reduced if multiple 
users attempt to access information simultaneously. 

Blockchain technology can solve the problem of 
centralized data storage. Blockchain technology enables 
decentralized and secure data storage, where each 
transaction is recorded in cryptographically linked blocks. 
The blockchain complements this solution by 
transparently and immutably recording every activity. 
However, like a sports car on a rocky road, traditional 
blockchain is too "heavy" for diverse healthcare 
infrastructure [6]. The lightweight blockchain offers an 
elegant solution, providing the same security with 
significantly reduced computational requirements [7, 8]. 
The lightweight blockchain, which is a more efficient 
variant, was designed to overcome the challenges of 
centralized data storage by reducing resource 
requirements and increasing transaction speed. With its 
smaller size and lower energy consumption, lightweight 
blockchain allows devices with limited capacity to 
participate in the network, thus expanding accessibility 
and inclusivity. 

In addition to the need for secure data storage, the 
development of technology in the health sector has also 
raised the need for artificial intelligence (AI) technology. 
Artificial intelligence has great potential in data 
management, especially with regard to patient data, and 
it enables faster and more accurate analyses to support 
medical decisions. However, its application must always 
prioritize patient safety and privacy to maximize benefits. 
Artificial intelligence can process large amounts of patient 
data to identify patterns and anomalies that help diagnose 
and treat diseases. The patient data to be analyzed are 
generally collected centrally, resulting in an increased risk 
of data breaches. 

The federated learning approach is emerging as a 
smart answer for maintaining patient data privacy. This 
technology allows healthcare facilities to collaborate on 
the development of AI models without sharing raw patient 
data. Imagine a learning system in which hospitals work 
together to improve disease diagnosis while patient data 
never leaves the original facility [9-12]. This approach not 

only enhances data privacy and security but also allows 
institutions to leverage diverse datasets, leading to more 
robust and accurate AI models. By maintaining data 
locality, federated learning addresses the challenges of 
data sharing while fostering innovation in healthcare 
analytics. 

The integration of these two technologies creates a 
promising framework that enables secure and efficient 
analysis of healthcare data in compliance with applicable 
regulations. Like a bridge connecting the islands of health 
data in Indonesia, this system can modernize health data 
management while respecting patient privacy. Given the 
challenges faced by the healthcare system in Indonesia 
and the increasing amount of health data that must be 
managed, these two technologies are gaining increasing 
attention in academic and industry literature. Therefore, 
this study aims to gather and analyze existing evidence 
and provide better insights into their effectiveness and 
applicability while offering recommendations for better 
development and implementation in the healthcare 
sector. 

While blockchain and federated learning show promise 
in healthcare data privacy, several crucial challenges 
remain unexplored. The traditional blockchain 
architecture often creates bottlenecks in day-to-day 
operations, with healthcare providers struggling under 
growing storage demands and processing delays [11, 13]. 
Privacy concerns in federated learning present another 
layer of complexity. Sophisticated attacks can piece 
together patient information from model updates, and 
healthcare providers need stronger guarantees that their 
patient's privacy remains intact [14-16]. 

The integration of these technologies is still largely 
theoretical. Much research has been conducted; 
however, there is a lack of a clear framework to combine 
blockchain and federated learning in real healthcare 
environments. The question of balancing privacy 
protection with system performance remains 
unanswered, especially in resource-constrained settings 
[13, 17, 18]. 

This research makes two key contributions: First, we 
conduct a comprehensive review of current architectures, 
examining them through the lens of real-world healthcare 
needs. Second, we provide a nuanced analysis of the 
opportunities and challenges that bridge the gap between 
academic research and practical implementation [19-21]. 

Through these contributions, we aim to guide future 
research and development toward solutions that are both 
technically sound and practically implementable across 
diverse healthcare settings [22, 23]. 

In this study, we collected more than 500 publications 
that were comprehensively reviewed to explore existing 
architectures and approaches for the use of blockchain, 
lightweight blockchain, and federated learning, especially 
implementation in the healthcare sector. All papers were 
published in the last 5 years. To further focus on the 
research, almost all the papers analyzed were published 
within the last 3 years, except highly relevant papers.  

Selection of articles, journals, and publications from 
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journals or conferences with very good reputations and 
relevant from various academic databases, such as IEEE 
Access, Elsevier, MDPI, PubMed, and conference articles 
accessed from IEEE Xplore. The reference list we present 
in this study includes more than 100 relevant sources, 
covering recent research on security, privacy, and 
applications of blockchain and federated learning in the 
context of healthcare. The selection criteria ensure that 
only relevant and high-quality studies are processed. 
These criteria include a focus on blockchain applications, 
lightweight blockchain, and federated learning in the 
healthcare context, as well as relevance to data privacy 
issues. After collecting the literature, the next process is 
to analyze and synthesize the findings from the various 

studies to identify trends, challenges, and opportunities. 

The remainder of this paper is organized into several 
sections. Section 2 contains literature reviews of 
blockchain technology, lightweight blockchain, and 
federated learning. In Section 3, the current landscape is 
presented. The opportunities of this research is discussed 
in Section 4, and the challenges and open issues are 
discussed in Section 5. Finally, we provide our summary 
conclusion in Section 6. 

 

2. LITERATURE REVIEW  

A. Blockchain Technology  

Blockchain technology was introduced by Satoshi 
Nakamoto in 2008 with the issuance of Bitcoin, the first 
digital currency to use blockchain technology [24]. Bitcoin 
was created to address the problem of double-spending 
in digital transactions without the need for a third-party 
authority. The proposed technology uses a proof-of-work 
(PoW) consensus algorithm, which requires users to 
solve complex math problems to add new transactions to 
the blockchain. 

Currently, blockchain is considered the most secure 
data storage medium because it uses an advanced 
database mechanism that ensures data security and 
transparency. Data security is achieved because once a 
transaction is recorded or entered into the blockchain, no 
one can change it, and the transactions stored in a block 
are visible to everyone (data transparency). Each block in 

the blockchain has a cryptographic seal (a hashing 
mechanism) that makes it difficult to open or change the 
information contained therein. All transactions are stored 
through a Merkle tree mechanism, where all stored 
transactions generate a Merkle tree root value, which is 
then stored in the block [25]. Fig. 1 shows the general 
blockchain structure with the Merkle tree mechanism for 
storing transactions that occur. Thus, if an incorrect 
transaction is detected, a new block is created to correct 
it, and both transactions can be observed and validated 
by all nodes in the blockchain network. 

Blockchain technology use is highly dependent on the 
specific purpose of the user and control and access rights. 
There are four types of blockchain networks that depend 

on the characteristics of the user [26]. Generally, there are 
four types of blockchain networks, each designed to suit 
different user characteristics and application contexts. A 
public blockchains is the most open and widely used type, 
especially in distributed ledger systems. Anyone can see 
the transactions taking place, and joining is as simple as 
downloading the required software. Public blockchains 
are more censorship-resistant than private (or semi-
private) blockchains. Since anyone can join the network, 
the protocol must incorporate certain mechanisms to 
prevent malicious parties from gaining access to the 
network anonymously [26, 27]. 

On the other hand, private blockchain is more suitable 
for enterprise environments where only authorized 
participants are allowed to access and interact with the 
network. This model is a permissioned network in which 
only authorized members can access the network. This 
means that the data stored in the network cannot be 
tampered with and is securely accessed by network 
member [26]. 

A consortium or federated blockchains are blockchain 
technologies that combine the features of private and 
public blockchains. It is primarily used by companies or 
groups of organizations that share a common database. 
Consortium blockchains combine the features of both 
private and public blockchain networks; however, what 
qualities define this type of blockchain network? As 
consortium blockchains are permissioned networks, only 
members with permission can access the network. This 

 

Fig. 1. Blockchain structure with Merkle Tree.  
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means that the data stored in the network cannot be 
tampered with and is securely accessed by network 
members [26, 28]. 

Lastly, a hybrid blockchain merges the strengths of 
both public and private blockchains. Organizations will be 
allowed to set up private and permission-based systems 
alongside public permissionless systems. With private 
blockchains, data are stored openly for the public; 
however, with hybrid blockchains, organizations can 
decide which data are accessible to the public and control 
who can access such data. Transactions are typically 
performed privately on hybrid blockchains; however, they 
can be verified if required by allowing external smart 
contracts to verify the information [26, 29]. 

The types of blockchains that depend on control and 
access rights can be divided into two types: permissioned 
and permissionless. A permissioned blockchain operates 
in a controlled environment where access is restricted to 
users who receive explicit permission or invitations to join 
the network. This type of blockchain is commonly used 
within organizations or business entities, where data 
security, internal governance, and customization are 
prioritized. Its advantages include greater control over 
network participation and the ability to tailor the system to 
specific operational needs. However, this model also 
carries potential downsides, such as vulnerability to 
internal attacks and the possibility of censorship due to 
centralized authority over access rights [30-33]. 

In contrast, a permissionless blockchain is open to 
anyone who meets the basic requirements for 
participation. It emphasizes transparency and openness, 

allowing any user to contribute to the network without 
needing approval. However, a permissionless blockchain 
also involves risks related to control and customization 
[30, 34]. 

The specification of user requirements and the selection 
to exercise control and access rights when using the 
blockchain are illustrated in Fig. 2.  

 

B. Lightweight Blockchain 

Lightweight blockchain is a concept designed to address 
some of the issues with conventional blockchains that 
require large data storage and high processing power, 
and it can be problematic for resource-constrained 

 

Fig. 2. Blockchain types and access rights. 

 

 

 

 

 

 

Fig. 3. Lightweight blockchain category. 
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devices, such as Internet of Things (IoT) devices [35-39]. 
The lightweight blockchain employs a different approach. 
Instead of storing the entire blockchain, the lightweight 
blockchain stores blocks of headers or summarized 
information. This allows devices with limited resources to 
interact with the blockchain without the need to store the 
entire blockchain data. Fig. 3 shows the implementation 
of lightweight blockchain catagories. 

The key differences between a lightweight blockchain 
and a conventional blockchain lie in how they manage 
storage, computation, and network interaction. In terms of 
storage, a conventional full node stores all blockchain 
data, whereas a light client only stores a small portion of 
the blockchain data, such as headers or summary 
information [40, 41]. This significantly reduces the storage 
burden, making it ideal for devices with limited capacity. 
When it comes to processing power, lightweight clients 
are designed to operate with minimal computational 
requirements. Unlike full nodes, which process and 
validate all transactions and blocks independently, light 
clients offload these tasks to full nodes. As a result, light 
nodes are more efficient and can run on resource-
constrained devices without compromising too much on 
performance [41, 42]. 

In term of authentication, full nodes have the capability 
to validate transactions and blocks directly, ensuring 
complete trust and accuracy in the blockchain’s operation. 
Light clients, on the other hand, cannot perform validation 
on their own. Instead, they depend on full nodes to verify 
and relay transaction information, creating a trust-based 
interaction model [40, 41]. From an architectural 
perspective, light clients are structurally simpler and 
communicate with the blockchain network through trusted 
full nodes. This allows them to maintain connectivity with 
the blockchain without the overhead of storing and 
processing large datasets [40]. 

In term of security, light clients can be considered 
secure as long as they are connected to reputable and 
trustworthy full nodes. Their reliance on cryptographic 
protocols and the integrity of full nodes helps maintain a 
reasonable level of trust in the network [40, 43].  Finally, 
in the context of consensus mechanisms, lightweight 
blockchains often adopt simplified consensus algorithms 
tailored for scalability, low computational overhead, and 
faster transaction processing. These adaptations make 
them better suited for applications in environments with 
limited infrastructure or where speed and efficiency are 
critical [41, 44]. 

 

C. Federated Learning 

Federated learning is a model of machine learning that 
enables model training across decentralized devices. 
Machine earning is a branch of artificial intelligence that 
focuses on developing algorithms that allow computers to 
learn from data and make predictions. In traditional 
approaches, ML models are trained using data that is 
collected and stored in centralized data centers, where 
the training process requires sending data to a server for 
analysis. While this method has proven effective, a major 

challenge faced is the issue of data privacy and security, 
especially when the data being used is sensitive or 
personal. Federated Learning represents an evolution in 
data distribution within machine learning, allowing 
datasets to be trained in a decentralized manner without 
sending raw data from devices to data centers. The 
purpose of this decentralized approach is to maintain the 
privacy of the data owner. In contrast to traditional 
machine learning, which is centralized, the confidentiality 
of the owner's data is not well protected according to user 
privacy laws [45-47]. Fig. 4 shows the structure of 
federated learning, which is an extension of machine 
learning.  

Research using Federated Learning was first 
proposed by Konecný et al. [48] in 2017. This research 
proposes that federated learning can be used to maintain 
data privacy and work effectively despite limited 
resources and data heterogeneity. Federated Learning 
can be used to train ML models in a distributed manner 
across multiple devices, allowing models to be learned 
from data residing on those devices without transmitting 
data between them. It allows models to be learned in a 

distributed manner across multiple devices without 
transmitting data between them, thus allowing models to 
be learned from data residing on those devices without 
the need to transmit data between them. 

Federated Learning is increasingly recognized for its 
potential in healthcare, particularly in enhancing data 
privacy and enabling collaborative model training across 
decentralized institutions. This approach is particularly 
relevant in regions like Asia especially Indonesia, where 
regulatory, data heterogeneity, scalability concerns and 
diverse healthcare systems can benefit from shared 
insights without compromising patient confidentiality [11, 
49-51]. 

 

D. Blockchain, Lightweight and Federated Learning 
Implementation in Healthcare 

The integration of blockchain, lightweight blockchain and 

 

Fig. 4. Federated learning and machine learning 
structure. 
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federated learning has emerged as a promising solution 
for privacy-preserving healthcare analytics, especially in 
regions like Indonesia, where data privacy and security 
are paramount. Blockchain technology offers a 
decentralized and tamper-proof ledger for data sharing, 
lightweight blockchain offers a lighter or simpler 
blockchain technology without compromising the data 
security factor, and FL enables collaborative training of 
artificial intelligence models without having to expose raw 
data; thus, data security and privatization can be well 
maintained.  

Collaborations between tech companies and 
healthcare providers foster innovation, leading to the 
development of tailored solutions that address local 
challenges in data management and privacy. As 
awareness grows, more stakeholders will explore the 
benefits of this integration, paving the way for broader 
implementation in the healthcare sector. 

Several researchers have tried to explore and conduct 
research related to this technology. Some of the research 
conducted by previous researchers is summarized in 
Table 1. 

 

Table. 1. Comparison of Blockchain, Lightweight 
Blockchain and Federated Learning Approaches. 

Approach Key Features Author 

Blockchain-Based 
Federated Learning 

Decentralized model 
aggregation, smart 
contracts, incentive 
mechanisms, Internet of 
Things 

[8], [13], [17], 
[18], [19], [26], 
[30], [32], [52], 
[53], [54], [55], 
[56] 

Lightweight 
Blockchain 

Simplified consensus, off-
chain transactions, pruned 
blockchains 

[9], [35], [39], 
[43], [57], [58], 
[59], [60], [61] 

Hybrid Approaches 

Homomorphic encryption, 
SMPC, federated metric 
learning, cloud 
environment 

[14], [15], [26], 
[62], [63], [64], 
[65], [66], [67] 

Incentive 
Mechanisms 

Tokenized rewards, 
reputation systems, image 
classification 

[57], [60], [67], 
[68], [69], [70],  

 

3. CURRENT LANDSCAPE 

Healthcare in Indonesia has undergone a significant 
transformation with the implementation of the Health and 
Social Security Organizing Agency (BPJS Kesehatan). 
BPJS Kesehatan was implemented under Law No. 
24/2011, replacing Indonesia’s Askes system [71]. BPJS 
Kesehatan aims to provide better and more equitable 
access to healthcare for all Indonesians, but challenges in 
its implementation, such as service quality and public 
awareness, still need to be addressed.  

Studies show that while BPJS Kesehatan has 
improved access, the healthcare system still needs to be 
evaluated and improved to achieve the goal of optimal 
national health insurance [72-75]. 

An architecture combining lightweight blockchain 
technology and federated learning has emerged as an 
innovative solution in the current landscape to enhance 
privacy-preserving health analytics. The solution is 
designed to address the challenges faced in managing 

sensitive health data, while enabling effective and 
collaborative analysis. The proposed solution looks at 
several aspects, such as existing architecture and 
privacy-preserving mechanisms. 

A. Existing Solution 

Several architectural approaches have been proposed 
for implementing blockchain and federated learning in 
healthcare systems, each with distinct advantages and 
limitations. One of the fundamental design choices 
involves selecting between centralized and decentralized 
architectures. In centralized systems, a central server 
aggregates model parameters from participating clients. 
While this approach is relatively simple and efficient, it 
remains susceptible to single points of failure and raises 
concerns about privacy due to data centralization [13, 52]. 
In contrast, decentralized architectures leverage 
blockchain technology to distribute the task of model 
aggregation across multiple nodes. This design minimizes 
reliance on a central authority, thereby enhancing both 
security and privacy in federated learning environments 
[53, 60]. 

In response to the trade-offs of both models, hybrid 
architectures have been proposed to combine their 
respective strengths. These hybrid solutions often use 
blockchain to ensure data integrity and transparency, 
while federated learning enables distributed model 
training without the need to share raw data among 
participants. This balance helps address privacy concerns 
while maintaining operational efficiency [76]. 

The integration patterns between blockchain and 
federated learning also play a critical role in healthcare 
system design. One common pattern involves storing 
model parameters on the blockchain to ensure 
transparency and integrity [13, 53]. Another approach 
places the aggregation process directly on the blockchain, 
thereby eliminating the need for a central server and 
enhancing trust across the network [52, 60]. In some 
cases, even the gradients uploaded by clients are stored 
on the blockchain to strengthen data security and protect 
against tampering [77, 78]. 

These systems typically consist of several key  
components. Healthcare institutions or IoT devices serve 
as data owners, contributing sensitive information while 
retaining local control [13, 52]. A federated learning server 
coordinates the training process and aggregates model 
parameters [53, 60], whereas the blockchain network acts 
as a secure and immutable platform for storing and 
verifying transactions [77, 78]. Smart contracts are often 
integrated into the system to automate processes such as 
data validation and parameter aggregation, further 
enhancing reliability and scalability [76, 79]. 

Beyond architectural design, practical 
implementations are increasingly being explored through 
case studies, deployment scenarios, and real-world 
applications. For example, Abbas et al. [50] introduces a 
framework that uses blockchain and federated learning to 
detect lung diseases using CT scan data. The proposed 
system achieves 90% accuracy in lung disease 
classification [60]. Similarly, Alkhalifa et al. [18] developed 
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a system for diabetes detection, reaching an accuracy 
rate of 97.11%. [53]. 

In term of deployment scenarios, a number of 
promising directions have emerged. In IoT-enabled 
healthcare, smart devices collect health data, which is 
then processed through federated learning and securely 
stored using blockchain [13, 52]. Another scenario is 
multi-institutional collaboration, where several healthcare 
providers train a global model collaboratively while 
ensuring data privacy and integrity via blockchain [53, 60]. 
Real-time health monitoring systems, such as those used 
for COVID-19 patients, also exemplify how blockchain 
and federated learning can work together to deliver 
secure, on-the-fly insights [77, 78]. 

As for real-world applications, the integration of 
blockchain and federated learning has been used in 
systems for disease diagnosis, such as lung cancer, 
Alzheimer's, and other respiratory diseases using 
securely processed medical data [53, 57, 60]. 
Personalized treatment planning has also benefited from 
this integration, allowing systems to generate tailored 
recommendations while maintaining patient confidentiality 
[52, 76]. the realm of epidemiological research, federated 
learning makes it possible to analyze aggregated data 
across institutions without exposing sensitive individual-
level information [77, 78]. 

Evaluating the performance of such integrated systems 
typically involves several metrics. Computational 
efficiency is a major concern, especially as blockchain’s 
involvement may impact latency and throughput. For 
instance, Basak et al. [80] reported an average latency of 
43.518625 ms and a throughput of over 10034017 bytes/s 
or 10MB/s in their proposed system [81]. Privacy 
assurance is often assessed based on the system’s ability 
to secure sensitive data and prevent unauthorized 
access, with some studies adopting advanced techniques 
such as homomorphic encryption and differential privacy 
to reinforce security [82, 83]. Finally, model accuracy 
remains a core measure of success, with several 
implementations demonstrating impressive performance, 
such as 90% accuracy in lung disease detection [60] and 
97.11% in diabetes prediction [53].  

 

B. Privacy-Preserving Mechanisms 

In healthcare systems that integrate blockchain and 
federated learning, maintaining data privacy is a critical 
priority. To address this, several privacy-preserving 
mechanisms have been widely adopted, including 
encryption methods, differential privacy, and secure 
aggregation protocols. Encryption, particularly 
homomorphic encryption, is one of the most commonly 
used techniques in this domain. It allows computations to 
be performed directly on encrypted data without requiring 
decryption, which helps ensure that sensitive health data 
remain private throughout the processing lifecycle [82, 
83]. Another well-established method is secure multi-
party computation (SMPC), where multiple parties can 
collaboratively compute a function over their inputs while 
keeping those inputs private. This approach enables 

collaborative learning without exposing raw data [62, 68]. 

Zero-knowledge proofs (ZKPs) also play a significant 
role in enhancing privacy. They allow one party to prove 
the validity of a piece of information without revealing the 
information itself. In the healthcare context, ZKPs can 
verify data integrity or authenticity while keeping sensitive 
details confidential [76, 84]. Additionally, key 
management is essential for protecting encryption 
schemes. Several studies have emphasized the 
importance of designing secure and efficient key 
management protocols to prevent unauthorized access to 
encryption keys and ensure data remains protected [57, 
79]. 

Another widely used privacy mechanism is differential 
privacy, which can be implemented in two main ways: 
locally or globally. In the local model, each client adds 
noise to their data before sending it to the server, ensuring 
privacy at the source. In the global approach, noise is 
introduced after the aggregation process, which protects 
the final result [68, 83]. A key parameter in differential 
privacy is the privacy budget, which determines how much 
noise is added. A smaller privacy budget offers stronger 
privacy protection but may reduce the utility of the data 
[68, 83]. Striking the right balance between utility and 
privacy is a major focus in current research, and many 
studies have shown that with proper tuning, systems can 
achieve both high utility and adequate privacy [68, 83]. 

Beyond encryption and differential privacy, secure 
aggregation protocols are crucial in ensuring that 
individual data contributions remain private during model 
training. These protocols are designed to securely 
combine data or model updates from multiple clients 
without revealing individual inputs. Blockchain technology 
is often integrated into these protocols to provide 
verifiability, transparency, and integrity of the aggregation 
process. Designing secure aggregation systems also 
involves addressing practical concerns. One of the main 
challenges is the communication burden introduced by 
blockchain, as it may increase network overhead. 
Nonetheless, this trade-off is often justified by the 
enhanced security it offers [77, 78]. Security guarantees 
are typically measured by how effectively the system can 
prevent malicious attacks and maintain data integrity 
during aggregation [53, 60]. Moreover, failure 
management mechanisms are necessary to ensure 
system resilience. Some implementations use blockchain 
to track aggregation steps, helping the system recover 
from faults or dropped communications without 
compromising data security [77, 78]. Together, these 
privacy-preserving techniques form a robust framework 
for building secure, decentralized, and privacy-aware 
healthcare analytics systems that can operate in real-
world environments, especially those with constrained 
resources or heightened regulatory requirements 

 

C. Limitations of Blockchain and Federated Learning 

While blockchain and federated learning hold great 
promise for enhancing healthcare analytics, especially in 
safeguarding patient privacy, there are still several 
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limitations and challenges that must be addressed to 
ensure effective implementation. 

One of the primary concerns is scalability. Even 
though lightweight blockchain architectures have been 
introduced to mitigate this issue, real-world deployments, 
particularly in dynamic and high-volume environments like 
hospitals, still face significant hurdles. Healthcare data is 
generated rapidly and in large quantities from sources 
such as IoT medical devices, electronic health records, 
and diagnostic systems. As the volume of transactions 
increases, blockchain networks may struggle to process 
them efficiently, leading to delays and reduced system 
performance. 

Another major limitation lies in the complexity of 
implementation. Successfully integrating blockchain and 
federated learning requires a solid technical foundation, 
including knowledge of cryptographic algorithms, 
distributed systems, and machine learning frameworks. 
Unfortunately, not all healthcare institutions have the 
technical resources or specialized personnel required to 
support such implementations. This complexity can 
become a barrier to adoption, especially in smaller or 
resource-constrained facilities.. 

Data quality and availability also play a crucial role in 
the effectiveness of federated learning models. For these 
systems to provide reliable and accurate insights, they 
must be trained on high-quality, representative datasets. 
However, in many cases, data may be fragmented, 
incomplete, or biased, especially when distributed across 
various healthcare institutions. This can lead to 
underperforming models that fail to generalize well across 
different patient populations or clinical scenarios. 

Lastly, regulatory compliance presents its own set of 
challenges. While blockchain and federated learning are 
inherently privacy-aware, their deployment must still align 
with national regulations, such as Indonesia’s Personal 
Data Protection (PDP) Law. Ensuring full compliance 
involves not only technological safeguards but also a 
thorough understanding of legal requirements and the 
implementation of proper administrative procedures. For 
many organizations, especially those with limited legal or 
compliance teams, this can add another layer of 
complexity and slow down the adoption process. 

 

4. OPPORTUNITIES 

The integration of lightweight blockchain and federated 
learning models into healthcare analytics presents many 
opportunities and challenges. This approach improves 
privacy and security while maintaining the efficiency and 
scalability of healthcare systems. The current landscape 
reveals significant potential for technological 
advancements and healthcare applications, which can be 
leveraged to address existing challenges in data privacy 
and system efficiency.  

 

A. Technical Oportunities 

From a technical standpoint, there remains a wealth of 
opportunities to further develop and refine the integration 

of lightweight blockchain and federated learning in the 
healthcare sector—particularly in areas like scalability, 
resource optimization, and IoT/edge computing 
integration. 

In terms of scalability, several techniques show great 
promise. One such method is sharding, where the 
blockchain network is divided into smaller, more 
manageable partitions. This allows for parallel processing 
of transactions, significantly enhancing the network’s 
ability to handle large volumes of healthcare data more 
efficiently [52]. Similarly, layer-2 solutions, such as state 
channels, can ease the burden on the main blockchain by 
offloading certain operations, resulting in faster 
transaction times and lower costs [54]. Another promising 
direction is the development of optimized consensus 
mechanisms. These are particularly important for 
healthcare environments where devices might have 
limited computing power, like in many IoT applications 
[52]. Additionally, cross-chain integration, the ability for 
different blockchain networks to interoperate, can foster 
improved data sharing and collaboration across various 
healthcare platforms, breaking down the silos that often 
hinder progress [54]. 

On the topic of resource optimization, there’s a 
growing interest in techniques that make systems more 
efficient without sacrificing performance. Data 
compression methods, for example, can help reduce the 
storage and bandwidth requirements when dealing with 
large healthcare datasets [85]. At the same time, efficient 
validation protocols can lighten the computational load on 
individual devices, making secure data processing faster 
and more manageable [86]. Healthcare applications can 
also benefit from smart caching, where frequently 
accessed data is temporarily stored for quick retrieval, 
leading to better system responsiveness [63]. Moreover, 
adaptive protocols that automatically adjust to changing 
network conditions can enhance both reliability and 
efficiency, particularly in environments with inconsistent 
connectivity [87]. 

One of the most exciting frontiers is the integration of 
IoT and edge computing. By moving computation closer 
to where data is generated, edge computing can 
drastically reduce latency and bandwidth consumption, 
making real-time analysis feasible even in remote 
healthcare settings [18]. Efforts to optimize IoT devices, 
making them more energy-efficient and capable of 
handling federated learning tasks, can further boost their 
utility in healthcare monitoring [52]. In addition, advances 
in network efficiency can ensure smoother, safer 
transmission of sensitive medical data, reducing the 
likelihood of breaches [54]. And with real-time processing 
capabilities, healthcare providers can make faster 
decisions, especially crucial in time-sensitive scenarios 
like remote patient monitoring or emergency response 
[18]. 

 

B. Healthcare Applications 

Integrating lightweight blockchain and federated learning 
into healthcare applications offers substantial potential to 
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enhance clinical analytics, improve operational efficiency, 
and ultimately boost patient health outcomes. This 
combination ensures the protection of patient data while 
also fostering increased collaboration among healthcare 
providers, helping to create a more dynamic and 
innovative healthcare ecosystem. Clinical analytics, which 
involves collecting, processing, and analyzing health data 
to improve clinical decision-making and patient outcomes, 
can significantly benefit from these technologies. They 
help improve the effectiveness of clinical analytics while 
maintaining the security of sensitive patient information. 

In this context, several key areas of clinical analytics 
are being explored. For instance, predictive modeling is 
made possible through federated learning, allowing the 
development of models for patient outcomes without 
compromising data privacy [88]. Furthermore, the ability 
to analyze patient data across multiple institutions 
enhances risk assessment and early detection of health 
problems, enabling healthcare professionals to take 
proactive steps [89, 90]. Data-driven insights can also 
optimize care, improving treatment plans and resource 
allocation, ensuring patients receive the most effective 
care possible [91, 92]. Efficient data analysis in this 
domain also aids in the optimal distribution of healthcare 
resources, ultimately enhancing the delivery of services 
[90, 92]. 

In addition to clinical analytics, the integration of 
innovative healthcare approaches, such as remote patient 
monitoring, presents new opportunities for improvement. 
The use of wearable sensors and IoT (Internet of Things) 
devices allows for continuous, real-time monitoring of 
patient health. This data can then be analyzed to offer 
valuable insights that support timely and informed 
healthcare decisions [18]. Real-time analytics significantly 
improve the effectiveness of remote monitoring systems, 
allowing for quick interventions and alerts when needed 
[54]. Moreover, by developing robust warning systems, 
patient engagement can be enhanced, leading to better 
adherence to treatment plans and improved health 
outcomes [63]. Enhanced data analytics also drives 
greater patient engagement, as personalized health 
insights empower individuals to take a more active role in 
managing their health [87]. 

Moreover, privacy-preserving healthcare innovations 
enabled by blockchain and federated learning have 
spurred collaboration and increased understanding of 
diseases and effective treatments. These advancements 
involve multiple institutions, researchers, and healthcare 
providers working together. Collaborative research has 
expanded the ability to collect and analyze data on a 
larger scale, leading to more impactful findings. 
Federated learning allows institutions to collaborate on 
research without needing to share sensitive data, 
protecting privacy while enabling scientific discovery [89]. 
Blockchain can facilitate secure data-sharing frameworks, 
further enhancing collaboration and fostering innovation 
[52]. Instead of sharing raw data, healthcare providers can 
share trained models, ensuring privacy protection while 
still enabling collaborative research [85]. Additionally, the 

use of advanced analytics allows for knowledge 
discovery, uncovering new insights from diverse data 
sets, which can drive significant advancements in 
healthcare and medical treatments [91]. 

 

5. CHALLENGES AND OPEN ISSUES 

The existence of BPJS (Social Security Organizing 
Agency) Kesehatan in Indonesia has become a significant 
effort to achieve Universal Health Coverage (UHC) 
through the National Health Insurance (JKN) program. 
The existence of this program raises a number of 
challenges, opportunities, and strategic adjustments in 
improving the effectiveness and sustainability of the 
health insurance system.  

The implementation of BPJS Kesehatan also faces 
various challenges related to its effectiveness and 
efficiency. These challenges include several areas, such 
as administrative and operational areas, financial 
challenges, Service Quality and Equity, Data Privacy and 
Compliance. 

 

A. Administrative and Operational Challenges 

In Indonesia, the implementation of BPJS Kesehatan, 
which aims to improve access to and quality of healthcare 
services, faces several significant administrative and 
operational challenges. One of the key issues is the 
problem of pending claims and verification delays. 
Hospitals and healthcare providers often experience 
delays in claim processing due to incomplete medical 
records, coding errors, and insufficient documentation. 
For example, a study conducted at a Type D General 
Hospital revealed that 29% of pending claims were due to 
incomplete medical records, and 21% were attributed to 
coding errors .  

Another challenge is the post-claim audits carried out 
by BPJS Kesehatan, which frequently result in claim 
adjustments or reversals. This has created financial 
uncertainties for healthcare providers, especially 
hospitals, which need to adapt to these verification 
processes . Additionally, the increased patient load under 
BPJS Kesehatan has not been matched with proportional 
increases in medical staff incentives. This disparity has 
led to dissatisfaction among healthcare workers, further 
complicating the operational aspects of the program . 

 

B. Financial Challenges 

Financial factors are also critical when implementing 
BPJS Kesehatan. One of the major concerns is the 
program's consistent financial deficits, which are partly 
due to rising healthcare costs and inadequate funding 
sources. These deficits raise questions about the long-
term sustainability of the program and its ability to provide 
continuous healthcare services to the population [72, 93]. 
Another financial issue faced by healthcare providers is 
the delay in receiving reimbursements for services 
rendered under BPJS. These delayed payments place 
additional financial pressure on hospitals, making it 
difficult for them to maintain their operations and provide 
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quality care to patients . 

 

C. Service Quality and Equity 

There are also operational challenges related to the 
quality and equity of services provided under BPJS 
Kesehatan. Despite efforts to expand coverage, 
significant disparities remain in access to healthcare 
services, particularly between urban and rural areas. For 
example, the use of skilled birth attendants is still much 
lower in eastern Indonesia compared to western regions, 
highlighting the unequal distribution of healthcare 
resources [94]. Furthermore, the benefits provided under 
BPJS Kesehatan tend to favor wealthier groups, with 
urban and Java-based populations benefiting more than 
those in rural or eastern regions. This inequity in the 
distribution of benefits further exacerbates the gap in 
healthcare access and outcomes across different socio-
economic and geographic groups [95]. 

 

D. Data Privacy and Compliance 

The integration of lightweight blockchain and federated 
learning into Indonesia's PDP 2024 presents several 
regulatory challenges, particularly around data privacy, 
security, and system efficiency. One of the strengths of 
blockchain technology is its ability to provide immutable 
data transactions [69]. This ensures compliance with user 
data deletion requests through verifiable mechanisms, 
enhancing trust among participants, as all actions are 
transparently recorded and cannot be altered retroactively 
[96]. Blockchain's decentralized nature also addresses 
security concerns associated with traditional federated 
learning, which often relies on a central server that 
presents a single point of failure. By decentralizing the 
structure, blockchain mitigates these risks and enhances 
system security [97]. Lightweight blockchain solutions, 
such as SLABFL, help protect against malicious clients, 
ensuring the integrity of the learning process [98]. 
Moreover, hierarchical blockchain frameworks optimize 
throughput while maintaining model accuracy, which is 
crucial for decentralized applications [69]. Solutions like 
LFL-COBC reduce latency and storage overhead, making 
them ideal for resource-constrained environments [98]. 

However, despite the benefits, challenges remain in 
developing efficient consensus mechanisms and 
managing the increased complexity of these systems. 
Overcoming these hurdles is essential for the widespread 
adoption of blockchain and federated learning 
technologies in the healthcare sector. 

 

6. CONCLUSION 

The aim of this paper is to explore the potential of using 
lightweight blockchain and federated learning 
technologies to improve privacy-preserving healthcare 
analytics in Indonesia. Given the critical importance of 
healthcare data privacy, especially in a country like 
Indonesia, where the healthcare system is undergoing 
rapid modernization, this paper discusses the integration 
of these technologies to enhance security, privacy, and 

interoperability in the healthcare sector.  

The findings indicate that blockchain offers a secure, 
decentralized infrastructure that enhances data integrity 
and transparency. Its immutable nature ensures that once 
data is recorded, it cannot be tampered with, fostering 
trust among healthcare providers and patients. The 
decentralized architecture significantly reduces the risk of 
data breaches compared to traditional centralized 
systems. Furthermore, blockchain facilitates 
interoperability between different healthcare systems, 
enabling smoother data sharing while ensuring that 
sensitive information remains secure. However, 
challenges remain in terms of scalability, especially when 
applied to large-scale healthcare applications.  

Lightweight blockchain solutions, such as 
permissioned blockchains and hybrid database systems, 
have been proposed to address these challenges, 
offering a balance between security and performance. 
Federated learning, which allows for decentralized model 
training, complements blockchain by enabling healthcare 
organizations to train models on local data without sharing 
it, thus preserving patient privacy. Despite its advantages, 
federated learning faces issues such as expensive 
communication costs, system heterogeneity, and security 
challenges, particularly with malicious actors potentially 
interfering with the learning process.  

The study also identifies the ethical considerations and 
regulatory compliance requirements, specifically in 
relation to Indonesia's Personal Data Protection (PDP) 
Law. Ethical measures, such as data anonymization, 
encryption, and obtaining patient consent, are essential in 
ensuring that these technologies are deployed in a 
manner that protects individual privacy.  

Looking forward, the integration of blockchain, 
lightweight blockchain, and federated learning presents a 
promising solution to healthcare privacy challenges in 
Indonesia. However, to fully realize its potential, future 
work should focus on addressing the scalability issues, 
particularly in smaller healthcare settings and rural areas, 
where infrastructure may be limited. Further research is 
needed to explore the effectiveness of these technologies 
in different healthcare contexts and to ensure that the 
proposed frameworks can handle larger and more 
complex data sets. Additionally, incorporating IoT devices 
and big data analytics could further improve the quality of 
healthcare analytics. Lastly, it is crucial to develop a clear 
and comprehensive regulatory framework to support the 
adoption of these technologies, ensuring that they comply 
with local laws and ethical standards. Future research 
should continue to focus on refining these technologies, 
improving their interoperability, and developing more 
advanced privacy-preserving techniques, ultimately 
contributing to the betterment of Indonesia's healthcare 
system. 
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