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Abstract—Along with the increasing number of mobile-based 
applications, the use of web services as a method of data exchange 
between systems also increased. With the web service technology, 
the exchange of data between systems with each other becomes  
easier even though it has a different platform. Increasing the 
amount of data requires more storage space on the server. 
Therefore, this research proposed the compression and encryption 
algorithm to optimize RESTful web service. We proposed LZW 
compression to reduce the storage space needed to store data on 
the server. We also proposed a Blowfish and AES-128 algorithm 
for securing data exchange through the internet network. The 
results show that all services  made can run well and can be 
accessed through the Android application. In addition, the 
implementation of  compression algorithm  resulted  in storage 
space savings  of 38% with a compression rate of 1.78. The 
application of compression algorithm has an impact on the  
increase of computation time, although not significant. 

Keywords—RESTful Web service, optimization, LZW 
compression, Blowfish encryption, AES-128 encryption 

I. I NTRODUCTION 

Mobile device users in the world are increasing from time to 
time. Statista predicts the number of mobile device users in 2018 
as much  as 2.53 billion people or 36%  of the total world 
population [1]. The StatCounter site also notes that in  March 
2018  51.43% of internet users accessed  the site via mobile 
devices [2].  The growing number of mobile device  users  is 
driving the growth of the number of mobile-based applications 
and web-based data-service exchange services. With the web 
service technology, the exchange of data between systems with 
each other becomes easier even though it has a different 
platform. 

Currently, the  standard web-based  data exchange  service  
boils down to two standards: SOAP and REST [3]. SOAP stands 
for Simple Object Access Protocol. SOAP is a simple XML-
based protocol to let applications exchange data or information 
over HTTP. The standard protocol HTTP makes it easier for the 
SOAP model to pass through firewalls and proxies without any 
modifications to the SOAP protocol. However, the lack of SOAP 
is the slowness of data transfer. Some recent research still uses 
SOAP-based  web services but is  optimized with compression 
algorithms to speed  up data exchange [4]–[6]. They use 

compression algorithms like Tagged Sub-optimal Code (TSC), 
Huffman and J-bit encoding. 

Meanwhile, REST stands for Representational  State 
Transfer. REST is a set of  principles for data exchange 
architecture through standard HTTP protocol. REST does not 
contain any additional messaging layers and focuses on design 
rules to create services without territory constraints. The client 
can access the resources using a unique URI, and the resource 
representation is returned. When accessing RESTful resources 
with the HTTP protocol, the resource URL acts as a resource  
identifier. The standard HTTP operations known by REST are 
GET, PUT, DELETE, POST, and HEAD. REST-based web 
service has several advantages over SOAP. For most servers, 
RESTful web services  provide a good caching  infrastructure 
over  an HTTP GET method. It also offers an effective way of 
interacting with lightweight clients, such as smartphones. 

Currently, REST-based web services are already  
implemented in various applications, especially on web services 
that have a major mobile device client [7]. In  this research 
implemented RESTful web service in terms of data exchange.  

Increasing the amount of data requires more storage space on 
the server. To save data storage  on the server can be done in 
various ways. One way to save data storage  on a server  is to 
compress files or data before saving it on the server. One of the 
most popular  and well-suited compression algorithms for text 
data compression is the LZW algorithm [8], [9]. In this research, 
we implement it to compress data before it saved in the database. 
This is because the  LZW compression algorithm  which is a  
dictionary-based compression is very effective in compressing 
text data that has many letters, words or repetitive sentences [10]. 
The more repertory  of the combined strings in an additional 
dictionary on  a plaintext the better the  plaintext compression  
result [11]. The purpose of this implementation is to reduce the 
size of the storage space on the server database with the LZW 
compression algorithm. 

The LZW algorithm forms a list of tables that will encode the 
sequence of symbols into the N-bit index contained in the table. 
Table size has 2N dictionary list. The general principle of how 
the LZW algorithm works is to check each emerging character 
and then merge with the next character into a new string. If the 
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new string is not in the dictionary or has not been indexed then 
the new string will be added to the dictionary. 

We also proposed encryption algorithm  for securing  data 
exchange through internet network. In addition to  speed, the 
exchange  of data through the  Internet network also need to 
consider the safety factor. Currently, there are several commonly 
used encryption algorithms, including  DES, 3DES, AES, 
Blowfish, RC4, and RSA. DES algorithm is an  encryption  
algorithm that is quite old  and has some security issues [12], 
[13]. The 3DES algorithm is a development of DES, but still 
lacks the time side of  the slow process. Both algorithms  are 
designed  to be applied to hardware-based encryption.  
Meanwhile, the AES algorithm is a development of the DES that 
is set to standard by the US federal organizations. This algorithm 
is very secure because it uses keys 128, 192 or 256 bits. 

Some studies have compared  the encryption algorithm to 
determine the performance of each algorithm. It is quite difficult 
to determine the best encryption algorithm  because of many 
factors that influence it. However, in this study, the encryption 
algorithm is determined based on two main criteria: speed and 
security. In terms of speed, most researchers who have compared 
the capabilities of some encryption algorithms agree to conclude 
that the Blowfish algorithm is the best [14]–[18]. Meanwhile, in 
terms of security, the best algorithm according to previous  
research is AES [12], [15], [19]. Therefore, this study used two 
algorithms in sequence: Blowfish and AES with 128-bit keys. 

Blowfish encryption requires 64 bits of plaintext blocks as 
input and produces 64 bits of ciphertext. The key size for 
Blowfish can be selected in the range of 32 bits to 448 bits. The 
larger the bit size, the higher the level of security. The input 
blocks are split in half L0 and R0 where each contains 32 bits. 

 

II. P ROPOSED METHOD 

A. The Application Architecture 
Based on the above background, in this study, we developed 

a web-based data exchange model. We use the REST web 
service method because it has advantages in terms of speed and 

data security. Meanwhile, to optimize data  security in  web 
service data exchange process, we utilize the REST web service 
with the Blowfish and AES-128 encryption algorithm. And to 
improve the effectiveness of data storage on the server, we apply 
the LZW compression algorithm. In this study also developed a 
mobile application that implements the proposed model. 

 

Fig. 1. The application architecture of the Proposed Model 

TABLE I.  W EB SERVICE DESIGN  

 Services Method  Parameter Response 
    Class list GET  Class data 

(array) 

    Join Class POST id_kelas (integer) Status (bool), 
message 
(string) 

    Unjoin Class POST id_kelas (integer) Status (bool), 
message 

(string) 
    Class search POST carikelas (string) Class data 

(array) 

    Class Delete POST id_kelas (integer) Status (bool), 
message 

(string) 
    Create class POST Class data (array) Status (bool), 

message 

(string) 
  Update  class  POST  id_kelas (integer), Class 

data (array) 
Status (bool), 

message 
(string) 

   User presence POST id_kelas (integer), 

id_user (integer) 
Status (bool), 

message 
(string) 

    User Profile GET id_user (integer) User data 
(array) 

User followers 

List 

 GET - User follower  

data (array) 
User following 
list 

 GET - User following 
data (array) 

    Add user skill POST id_user (integer), Skill 
data (array) 

Status (bool), 
message 

(string) 
Find  user 

based-on event 

 POST Keyword  (string), 

id_event (integer) 

User data 

(array) 
Find  user 
based-on name 

 POST Keyword  (string), 
id_event (integer) 

User data 
(array) 

Find  user 
based-on skill 

 POST Keyword  (string), 
id_event (integer) 

User data 
(array) 

   Follow an user POST id_user (integer), 
id_user2 (integer) 

Status (bool), 
message 
(string) 

   Unfollow user POST id_user (integer), 
id_user2 (integer) 

Status (bool), 
message 
(string) 

 
Figure 1 presents the data exchange model proposed in this 

study. When a client requests  a service, the data is encrypted 
using Blowfish and produce cyphertext of original data. Then the 
resulting ciphertext is encrypted again with the  AES-128 
algorithm to produce the final ciphertext. Upon receipt of the 
request, the web service decrypts the data  and executes 
commands on request from the client. Similarly, when the web 
service sends the response data to the client, the data is encrypted 
first. The implementation of the encryption algorithm makes the 
exchange of data between  the client and the web server to be 
more secure. 

Meanwhile, the LZW compression algorithm is also applied 
when the application stores data to the database server. Before it 
is stored, the data is compressed in advance so as to save the 
storage  capacity in  the database server. In  contrast,  when 
retrieving data from a database, it is decompressed to restore the 
data to its original format. This data compression will save 
storage space on the server.  
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B. Web service design 
To apply the optimized web service model with Blowfish + 

AES-128 encryption algorithm and the LZW compression, we 
proposed a REST-based web service that serves  multiple 
requests. The service request method consists of a POST and 
GET. Table 1 lists the services provided by the web service. 

 

III. R ESULTS AND D ISCUSSIONS 

This section describes the prototype of mobile-based 
applications that implement encryption and compression  
algorithms, test results against applications and discussions. 

A. The Prototype of the Proposed Method 
In this study, we developed a mobile-based application that 

implements the Blowfish and AES-128 encryption algorithms, 
as well as the LZW compression algorithm. The developed 
application is part of BluCampus application of Budi Luhur  
University. The application displays services and  information 
related classes in the form of courses, workshops, and seminars 
that can be followed by students of Budi Luhur University. Each 
user can register and follow the ongoing activities. The activity 
committee can also record the attendance  of the participants 
through its mobile device. 

Figure 2 presents some of the mobile-based application  
views developed in this study. Figure 2 (a) shows the list of 
active and participatory classes. Meanwhile, in Figure 2 (b) a 
page to  create a class or course is shown, and Figure  2 (c) 
displays the feature of recording attendance in a class or activity. 

 

Fig. 2. Some of the application views, (a) active class list, (b) class creation 
form, and (c) attendance recording feature. 

B. Encryption Testing on Data Exchange 
Blowfish and AES-128 encryption algorithms are applied to 

the process of sending data from client to server and vice versa. 
Figure 3 shows an example of sending unencrypted data and 
Figure 4 shows an example of sending encrypted data. With the 
application of encryption algorithm in the data delivery process, 
data security will be better than sending data without encrypted. 

C. Compression Testing 
In Table 2 we present the  results of  compression and  

decompression process testing on a number of data. Test data in 
the form of text with a character length of 100, 200, 400, 800 and 
1600. Each data is tested 10  times using the device RESTful 
Stress  Tool and internet speed of 10 Mbps.  The compression 

ratio (CR) and the Saving ratio (SR) are calculated with (1) and 
(2) [20], [21]. 

 = 

 

 (1) 

    = 1 −



 (2) 

 

 

 

Fig. 3. Unencrypted data exchange 

 

 

Fig. 4. Encrypted data exchange 

 

TABLE II.  T HE EXPERIMENT RESULTS OF THE COMPRESSION ALGORITHM  

Charac-
ters 

Original 
size 

(bytes) 

Compressed 
size (bytes) 

Comp. 
times 
(ms) 

CR SR Dcomp. 
times 
(ms) 

  100 102 86 153 1.19  0.16  137 

  200 202 145 160 1.39 0.28 140 

  400 402 259 192 1.55 0.36 154 

  800 802 461 218 1.74 0.43 166 
  1600 1602 783 260 3.01 0.67 206 

Average 1.78 0.38   
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Fig. 5. Comparison of compressed file sizes with uncompressed files. 

Test results showed a significant change in the size of the 
data after compression. The average compression rate of all tests 
was 1.78, and the resulting storage capacity savings were 38%. 
From the test results can also  be concluded that the bigger the 
file size, the higher the compression ratio and the more storage 
space savings. Figure 5 presents a comparison of the size of the 
original data with the compressed data. In the meantime, Figure 
6 shows the time comparison to store data between compressed 
and uncompressed data for every testing data. 

 

 

Fig. 6. Time comparison to store data between compressed and uncompressed 

data. 

D. Web Service Testing 
In this research, we also tested the web service with 

Blackbox testing method. Table 3  presents some of the web  
service services tested in this study. Based on the test results can 
be concluded that all services can run well.  

IV. C ONCLUSION 

Based on the results of tests that have been done in this study, 
can be drawn some conclusions. This research produced a web 
service with several services. In addition, this study also 
produced a prototype of mobile-based applications. In testing the 
process  of encryption of  the data, all tested data successfully 
exchanged between web service and client. Web service testing 
showed that all services could run well. 

TABLE III.  T HE TESTING RESULTS OF THE WEB SERVICE EXPERIMENTS 

 Num Services  Results 
  1 List of the class Success 

  2 Create new class Success 

  3 Details of the class Success 
 4 Update  class  Success  

 5 Delete class Success  

 6 Find class  Success  
 7 Join class Success  

 8 Unjoin class Success  

  9 List of joined class Success 
 10 Class presence Success  

  11 End the class Success 

  12 User profile data Success 

 13 User feedback data  Success 
 14 Create feedback Success 

  15 User skill data Success 

  16 Another user skill user Success 
  17 Add new skill user Success 

  18 Add user about me Success 

 19 Delete  skill Success  
  20 List of the class of a user Success 

  21 Class rating of the user. Success 

  22 Class data from another user Success 

  23 Class data of the joined users Success 
  24 Class data of the another joined-user Success 

  25 Seminar data of the joined user Success 

  26 Seminar data of the another joined-user Success 
  27 Workshop data of the joined user Success 

  28 Workshop data of the another joined-user Success 

  29 Find user data based on event Success 
  30 Find user data based on the name Success 

  31 Find user data based on skill Success 

  32 List of the user followers Success 
  33 List of the user following Success 

  34 List of the followers of another user. Success 

  35 List of the following of another user. Success 

  36 Follow a user Success 
  37 Unfollow a user Success 

  38 List of user conversations Success 

  39 The message of the user data Success 
 40 Create message Success 

 
In the test of the compression algorithm, it is concluded that 

the average compression ratio of 1.78. By compressing the data, 
the average savings of storage space on the server as much as 
38%. The application of compression algorithm has an impact 
on the increase of computation time, although not significant. It 
shows that the  compression algorithm  can optimize the 
implementation of web service.  
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